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Overview

• Encryption and secure sockets

• Authentication and authorization

• Cookies

• State and session information
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Encryption and AuthenticationEncryption and Authentication
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Encryption
• Most clients and servers support both encryption and authorization over 

the web.

• Encryption is normally invoked simply by using the https method
• T h e  r e q u e s t  h t t p : / / m a c h i n e / f i l e i s  s e n d  u n e n c r y p t e d  o n  p o r t  8 0

• T h e  r e q u e s t  h t t p s : / / m a c h i n e / f i l e i s  s e n d  e n c r y p t e d  o n  p o r t  4 4 7
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Authentication

• Authentication is determined by server requirements to have an 
“Authorization” header prepended to messages

• T h e  c l i e n t  r e q u e s t s  a  d o c u m e n t  t h a t  i s  s e c u r e d  b y  s e r v e r  d i r e c t i v e  o r  b y  p r o g r a m  

c o n s t r a i n t

• T h e  s e r v e r  s e n d s  a  4 0 1  r e s p o n s e  t o  t h e  c l i e n t

• T h e  c l i e n t  g a t h e r s  t h e  u s e r n a m e  a n d  p a s s w o r d ,  e n c r y p t s  t h e m ,  a n d s e n d s  t h e m  t o  t h e  

s e r v e r  a l o n g  w i t h  t h e  r e q u e s t .   T h e  i n f o r m a t i o n  i s  s e n t  i n  t h e  a u t h o r i z a t i o n  h e a d e r

• T h e  s e r v e r  a c c e p t s  o r  r e j e c t s  t h e  a u t h o r i z a t i o n  i n f o r m a t i o n .

• The client includes the same authorization header in all subsequent 
calls to the same server
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CookiesCookies



4

September 28, 2001 Advanced Features of Servlets 7

Cookies
• Cookies have become a major mechanism for maintaining state 

information

• Prior to cookies, there was no standard way to maintain state information 
between sessions.

• By convention, most servers and clients have mechanisms that maintain 

state information within a session.

• T h e  a u t h e n t i c a t i o n  m e c h a n i s m  i s  o n e  e x a m p l e

• T h e  c l i e n t  s e n d s  t h e  a u t h o r i z a t i o n  h e a d e r  a g a i n  a n d  a g a i n  u n t i l  e i t h e r  t h e  

c l i e n t  i s  s h u t  d o w n  o r  i t  m o v e s  t o  a n o t h e r  s e r v e r .

• Cookies carry this one step further by providing a mechanism to save 

information between sessions.
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What is a Cookie
• A cookie is information maintained in a file(s) on the client machine.

• T h i s  m e a n s  y o u  m i g h t  h a v e  d i f f e r e n t  c o o k i e s  f o r  y o u  d e s k t o p  a n d  l a p t o p

• T h e r e  i s  c u r r e n t l y  n o  s e r v e r  s i d e  s t o r a g e  m e c h a n i s m s

• L i g h t w e i g h t  D i r e c t o r y  A c c e s s  P r o t o c o l  ( L D A P )  m i g h t  p r o v i d e  t h i s  i n  t h e  f u t u r e

• A few examples of Cookies from netscape include:
. netzip . c o m  T R U E  /  F A L S E  9 6 4 6 7 0 0 4 7  custid 1 0 8 2 4 2

. dttus. c o m  T R U E  /  F A L S E  2 0 5 1 2 2 2 1 0 9  S I T E S E R V E R  I D = 8 3 4 5 d c 8 3 9 e 0 b 2 a f

.a p-adcenter . n e t  T R U E  /  F A L S E  2 1 4 5 8 0 1 8 6 1  N G I D  a 7 d 8 d c 1 8 -732 -9 3 7 2 3 -1

. t r i p o d . c o m  T R U E  /  F A L S E  9 7 2 0 8 7 8 9 9  C o o k i e S t a t u s C O O K I E _ O K

. f o x t r o t . c o m  T R U E  /  F A L S E  1 2 9 3 8 3 9 8 7 8  R M I D  8 8 8 e 7 4 4 4 3 8 0 f 7 5 8 0

• Very often, the value saved to the client is an ID to a DBMS entry on the 
server with more information
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How to Interpret Cookie Values
• A Cookie is set as a result of a header line of the form:

• S e t - C o o k i e :  < N a m e > = < v a l u e > ;  e x p i r e s = < D A T E > ;

d o m a i n = < D o m a i n _ N A M E > ;  p a t h = < P A T H > ;  s e c u r e

• Domain Name – domain=
• I f  s p e c i f i e d ,  t h e  b a s e  d o m a i n  f o r  t h e  c o o k i e  

• a l l  m o r e  s p e c i f i c  n a m e s  a r e  i n c l u d e d

• F o r  t o p e  l e v e l  d o m a i n s ,  a t  l e a s t  t w o  p e r i o d s  a r e  r e q u i r e d

• I f  n o t  s p e c i f i e d ,  c u r r e n t  m a c h i n e  i s  a s s u m e d

• Path – path=
• I f  s p e c i f i e d ,  t h e  p a t h  i n  t h e  d o m a i n  w h e r e  t h e  c o o k i e  i s  v a l i d

• I n c l u d e s  a l l  s u b d i r e c t o r i e s

• M o s t  g e n e r a l  p a t h  i s  t h e  r o o t  p a t h  o r  /

• I f  n o t  s p e c i f i e d ,  t h e  p a t h  o f  t h e  c u r r e n t  r e s o u r c e  i s  u s e d
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How to Interpret Cookie Values
• Expiration date – expires=

• I f  s p e c i f i e d ,  e x p i r a t i o n  a t  d a t e

• F o r m a t  i s  R F C  8 2 2  ( m a i l )  c o m p l i a n t

• D a y w e e k,  D D - M o n -Y Y Y Y  H H : M M : S S  G M T

• I f  n o t  s p e c i f i e d ,  a t  e n d  o f  s e s s i o n

• Secure

• I f  s p e c i f i e d ,  t h e  c o o k i e  w i l l  o n l y  b e  s e n t  w h e n  h t t p s  i s  u s e d .

• Name=Value pairs

• T h e  b a s i c  d a t a  i s  t r a n s m i t t e d  u s i n g  n a m e  v a l u e  p a i r s

• T h e s e  a r e  v e r y  s i m i l a r  t o  t h e  p a i r s  s e n t  a s  p a r a m e t e r s  f r o m  a  f or m

• V e r y  o f t e n  i t  i s  s e r v e r  e n c r y p t e d  d a t a  t h a t  i s  m e a n i n g f u l  o n l y  t o  t h e  s e r v e r

• Any request to the domain, below the path, before the date, gets the cookies
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How do Servlets Support Cookies 
• When a client determines that a given request is within the range of a cookie, it 

builds a Cookie: header line with the appropriate values.

• The following methods support cookies:

• T h e  S e r v l e t R e s p o n s e  i n t e r f a c e  h a s  a  s e t C o o k i e ( C o o k i e )  m e t h o d .

• T h e  S e r v l e t R e q u e s t  i n t e r f a c e  h a s  a  C o o k i e  =  g e t C o o k i e ( )  m e t h o d .

• B o t h  m e t h o d s  u s e  a  C o o k i e  o b j e c t  w h i c h  h a s  s e v e r a l  m e t h o d s

• T h e r e  a r e  b o t h  g e t  a n d  s e t  m e t h o d s  f o r  a l l  t h e  s e t  m e t h o d s  l i s t e d

• T h e  c o n s t r u c t o r  s e t s  t h e  n a m e  a n d  v a l u e  o f  t h e  C o o k i e ( n a m e ,  v a l u e) ;

• s e t M a x A g e(i n t  s e c o n d s )  s e t s  t h e  e x p i r a t i o n  t i m e  f o r  a  c o o k i e

– Negative values indicate the cookie should expire with the sessio n

– A zero value deletes  an exist ing cookie

• s e t D o m a i n( s t r i n g  d o m a i n )  s e t s  t h e  d o m a i n  f o r  w h i c h  t h e  c o o k i e  i s  v a l i d

• s e t P a t h( s t r i n g  p a t h )  s e t s  t h e  p a t h  o f  t h e  U R L  w h e r e  t h e  c o o k i e  i s  v a l i d

• s e t S e c u r e( )  c a u s e s  t h e  s e c u r e  o p t i o n  f o r  t h e  c o o k i e  t o  b e  t u r n e d  o n
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Cookie Code Snippets
• To set a cookie

• C o o k i e  myc = n e w  C o o k i e ( “ I D ” ,  “ M B S 1 3 4 5 9 ” ) ;

• myc . s e t D o m a i n ( “ s i s . p i t t . e d u ” )

• myc . s e t P a t h ( “ / ” ) ;

• myc . s e t S e c u r e ( t r u e ) ;

• R e s p o n s e . a d d C o o k i e ( myc ) ;

• To read a cookie
• Cookie[] pc = Request.getCookies ();

• out.println(“This request had “ +pc.length()+ “Cookies”);

• for (int i=0;i<pc.length();i++)

• { o u t . p r i n t l n ( “ T h e  c o o k i e :  “ + p c [ i ] . g e t N a m e( ) + ”  =  “ +   p c [ i ] . g e t V a l u e () ) ; }
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State and Session ManagementState and Session Management
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State and Session Management
• The http protocol is stateless

• E a c h  r e q u e s t  t o  a  s e r v e r  i s  i n d e p e n d e n t  o f  a l l  o t h e r  r e q u e s t s

• T h i s  m a k e s  t h e  s e r v e r  v e r y  r o b u s t

• I t  l i m i t s  t h e  c a p a b i l i t y  o f  t h e  p r o t o c o l  t o  s u p p o r t  c o m p l e x  o p e r a t i o n s

• There have been numerous efforts to provide support for state management

• H i d d e n  v a r i a b l e s  i n  f o r m s  a n d  c o o k i e s  a r e  t w o  e x a m p l e s  o f  e f f o r t s  t o  p r o v i d e  s t a t e  

i n f o r m a t i o n

• The definition of session is more elusive – in client server systems, frequently it is 
the length of time a connection is open between two partners

• I n  t h e  h t t p  w o r l d ,  p h y s i c a l  s e s s i o n s  l a s t  o n l y  a s  l o n g  a s  t h e  t i m e  i t  t a k e s  f o r  a  s e r v e r  

t o  r e s p o n d  t o  a  s i n g l e  r e q u e s t

• W e  i n t r o d u c e  t h e  n o t i o n  o f  v i r t u a l  c o n n e c t i o n s  t o  o v e r c o m e  t h i s  a n d  s t i p u l a t e  t h a t  a  

s e s s i o n  i s  a  s e t  o f  c o n n e c t i o n s  w h i c h  s h a r e  s o m e  I D
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State and Session Management
Approach 1

• We can use the fact that CGI programs are recognized within a pathname 

to attach information to any URL.

• For example, given the following URL,

• h t t p : / / m y s i t e / c g i / p r o g . c g i / h e l l o / h o w a r e y o u / x y s . d a t

• G i v e n  t h a t  t h e  s e r v e r  h a s  C G I  e n a b l e d  a n d  s e t  c o r r e c t l y

• I f  t h e  f i l e  p r o g. c g i  e x i s t s  i n  t h e  d i r e c t o r y  c g i  a n d  i s  e x e c u t a b l e

• T h e  s t r i n g  / h e l l o / h o w a r e y o u / x y s.d a t  w i l l  b e  p l a c e d  i n  t h e  e n v i r o n m e n t  

v a r i a b l e  P A T H _ I N F O

• T h e  p r o g r a m  p r o g.c g i  w i l l  b e  e x e c u t e d

• While this allows state information to be passed, it is very ins ecure and 
requires programmatic handling of all pages
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State and Session Management
Approach 2

• The CGI mechanism can be used more directly to transfer data to server 
side program

• For standard URLs, the URL can be rewritten to include the state/session 
information

• h t t p : / / m y s e r v e r / p r o g . c g i ? n a m e = v a l u e

• Unfortunately, this does not work for forms which construct the name 
value pairs based on the action.

• I n  t h e  c a s e  o f  f o r m s ,  h i d d e n  v a r i a b l e s  c a n  b e  u s e d  t o  c a u s e  t h e  c l i e n t  t o  b u i l d  

t h e  c o r r e c t  U R L

• < I N P U T  T Y P E = “ H I D D E N ”  N A M E = “ I D ”  V A L U E = “ 1 2 3 4 ” >

• Like approach 1, this approach suffers from the need to programmatically 
handle all pages and from the fact that data is visible to the curious
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State and Session Management
Approach 3

• The Cookie mechanism can be used

• As demonstrated, the process is very simple and will serve to meet most 

needs for state information

• Because it uses header info, it will thwart the casually curious and when 
used with https, it has good security.

• A minor problem with cookies is that not all browsers support cookies –

although this is an increasingly small set

• A major problem with cookies is that they can be turned off by users for 

any of a number of good or bad reasons.  Thus, you as a developer cannot 
be sure that state information is available.
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State and Session Management
Approach 4

• This approach uses a simplified cookie approach, with URL 
rewriting as a fallback, and allowing additional attributes to 
be stored on the server.

• An HttpSession object is provided that may be accessed via 
the HttpServletRequest:
• HttpSession myses = request.getSession(true)

• In this example, the boolean asks that the session be created if it 
doesn’t exist

• Additional request methods allow the designer to determine 
the session id, whether it is valid, and how the information 
was stored on the client – cookies or rewritten url
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Approach 4 Continued
The HttpSession Interface

• The HttpSession Object has a variety of methods that support the 
management of a session.  These are:

• I n v a l i d a t e ( )  w h i c h  t e r m i n a t e s  t h e  c u r r e n t  s e s s i o n

• s e t M a x I n a c t i v e I n t e r v a l ( i n t )  s e t s  t h e  m a x  n u m b e r  o f  s e c o n d s  t h a t  a  s e s s i o n  

w i l l  e x i s t  w i t h o u t  c o n t a c t  b e t w e e n  t h e  c l i e n t  a n d  s e r v e r  – t h e r e  i s  a  

c o r r e s p o n d i n g  g e t M a x I n a c t i v e I n t e r v a l

• p u t V a l u e( S t r i n g  n a m e ,  O b j e c t  obj )  b i n d s  a n  o b j e c t  w h i c h  m a y  b e  a s  s i m p l e  

o r  c o m p l e x  a s  y o u  n e e d  t o  t h e  s e s s i o n

• g e t L a s t A c c e s s e d T i m e( )  r e t u r n s  t h e  t i m e  o f  t h e  l a s t  c o n n e c t i o n .   T h e  n u m b e r  

o f  m i l l i s e c o n d s  i n  U n i x  E p o c h  a r e  u s e d  – n u m b e r  o f  m i l l i s e c o n d s  s i n c e  

1 , 1 , 1 9 7 0  U T C

• g e t V a l u e  a l l o w s  y o u  t o  g e t  t h e  o b j e c t  a s s o c i a t e d  w i t h  a  n a m e

• Several other methods provide additional functionality


